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Abstract  

This paper investigated the effect of the value of electronic transactions on the prevalence of fraud in the Nigeria 

banking sector. To achieve this objective, the study adopted the values of electronic transactions from four 

electronic platforms: Automated Teller Machines (ATM), Point of Sale (POS), Mobile and Web transactions and 

investigated the effect of the value each of these electronic transactions on total amount involved in fraud in Nigeria 

from 2006 to 2014. This was to assess how the various electronic platforms have influenced fraud, within the period 

under study. All the values of the electronic transactions platforms served as the proxy for explanatory variables 

while total amount of money involved in the fraud cases served as the dependent variable. Data were obtained from 

the annual reports of the Nigeria Deposit Insurance Corporation (NDIC) and several issues of the Central Bank of 

Nigeria (CBN) statistical bulletins. The hypotheses were tested using multiple regressions analytical technique with 

the aid of E views statistical package version 8.0. Findings revealed that values of electronic transactions through 

ATM, POS and WEB platforms had significant effect on the prevalence of fraud in the Nigeria banking sector while 

transactions from Mobile platform had insignificant effect on fraud. Furthermore, while all the other electronic 

transactions from the electronic platforms decreased with decreases in fraud, transactions from ATM increased with 

increases in fraud in the Nigeria banking sector. It was also discovered that a high percentage of the number of 

cases of fraud in the Nigeria banking sector was through the ATM platform. The paper recommends increased 

campaign for the use of these electronic platforms since on the whole they significantly reduced fraud in the Nigeria 

banking sector (R
2
 = 0.60). It also recommends increased security measures on the use of ATM to ensure that fraud 

cases arising through the ATM are eliminated. 

 

1.0    Introduction 
The menace of corruption and fraudulent activities, with their attendant consequences, has compelled financial 

managers to think out of the box to fight this hydra-headed monster. Fraud has been an age long threat to business 

establishments globally. This threat evolves and the magnitude of its devastations varies across different industries. 

The effect can be assumed to be relatively mild in some industries, but grievous in others especially in the banking 

sector. So many big and reputable corporations have been abruptly grounded by the scourge of fraud. The 

occurrence of fraud in any system makes nonsense of the work of the auditor as the public will expect the auditor to 

discover all fraudulent transactions and report same. Prior studies have found that failing to detect fraudulent 

financial reporting can expose the auditor to adverse legal and/or regulatory consequences. For example, Carcello 

and Palmrose (1994) found a significant positive association between the presence of fraud and litigation against the 

auditor. Although the auditors responsibility for detecting fraud has not changed from what is provided in the 

Statements of Auditing Standards (SAS) No. 82, the amended standard provides more guidance on how the auditor 

should plan and perform the audit (including the use of analytical procedures) to identify the risks of material 

misstatements arising from errors or fraud (Albrecht, Albrecht, Albrecht, and Zimbelman, 2009; Arens, Elder and 

Beasley, 2009). An effective internal audit activity can be extremely helpful in identifying and preventing fraud but 

the dimensions and personalities involved in fraud today have made it difficult for the internal audit functions to 

play this role. Although Management and the Board are ultimately responsible for fraud deterrence, internal auditors 

can assist management by determining whether the organization has adequate internal controls and fosters an 

adequate control environment. However, where the Chief Executive is the fraud perpetrator, then the internal audit 

functions may not do much.  

Adeniji (2004) and ICAN (2006), define fraud as an intentional act by one or more individuals among management, 

employees or third parties, which results in a misrepresentation of financial statements. Fraud can also be seen as the 

intentional misrepresentation, concealment, or omission of the truth for the purpose of deception or manipulation to 

the financial detriment of an individual or an organization which also includes embezzlement, theft or any attempt to 

steal or unlawfully obtain, misuse or harm the asset of the organization, (Adeduro, 1998).  

Various efforts have been made to fight fraud in Nigeria: Laws have promulgated to deter fraudsters from getting 

involved, internal control systems have been tightened and strengthened to make it difficult for frauds to occur; 
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various anti-fraud agencies have been established in Nigeria to quell this cankerworm, such agencies as the 

Economic and Financial Crimes Commission (EFCC), the Independent Corrupt Practices and other related Crimes 

Commission (ICPC) etc. were established to prosecute fraud offenders; but despite all these, fraud appears to be on 

the rise especially in developing economies like Nigeria. In the recent past, several former and even current public 

office holders have been accused of, and some convicted of fraudulent activities, many company executives have 

also be caught in the web of fraud. The question that has remained unanswered is: what shall the government do to 

kill fraud, corruption and the tendency to be fraudulent since the laws and the punishments appear not to deter 

fraudsters, instead they devise more sophisticated means. With the return of democracy to Nigeria in 1999, the 

Nigeria economy has recorded a tremendous boost in the volume of economic transactions and financial activities; 

foreign capital inflows and investments have been on the rise. Local and foreign investors have demonstrated 

significant interest in the economy of Nigeria and brought in significant amount of money in the economy of 

Nigeria. Big companies like Shoprite, Mobile Tele-communication Network (MTN), as well as Multi-Choice ltd are 

few of the foreign companies that have invested in the Nigeria economy since the return of democratic governance. 

With these investments coming in and Nigeria being majorly a cash economy at a time, the tendency for fraud which 

will deter further investments appears to be high. 

As fraud grows in both number and variety, financial institutions are challenged with the need for cost effective, risk 

management solutions which can identify and avoid fraudulent activities in real-time. A single fraudulent activity on 

a financial card affects the cardholder, the merchant, the acquirer, and the issuer. The most affected participant is the 

merchant regarding the cost of the fraud, the cost of a fraudulent transaction is greater than the cost of goods sold. 

Undoubtedly, fraud leads to loss of money which belongs to either bank or customers. This loss results to a decline 

of productive resources available to the bank (Adewunmi, 1986). Fraudsters are becoming more sophisticated and 

skillful at discovering any weakness they can exploit. Criminal organizations that profit from fraud view the current 

economic conditions as an opportunity, not a threat. Thieves are sophisticated and evolve with technology more 

quickly. They are very entrepreneurial and stick with old cons and incorporate new ones as needed. The introduction 

of technology based payments systems has done a lot to increase security, the convenience of bank’s customers, 

staff as well as the society at large (Kelvin, 2012). Today, paying and receiving money between buyers and sellers 

are not necessarily done through raw cash. The use of electronic payment systems have not only increased the 

volume of transactions but have also made the transactions more profitable and also projected the Nigerian economy 

in good light. Such transactions are often made using e-payment products such as Automated Teller Machine 

(ATM), Internet or Web, Point of Sale terminals (POS), Mobile money solutions and so on. Card transactions have 

become a de facto standard for Internet and Web-based payments today and Nigeria has obviously keyed into this. 

Electronic transactions refers to financial transactions that are often initiated through the use of computer terminals, 

online banking automated phone systems or other methods of electronic funds transfer.  

According to Amaefule (2012), the term electronic transaction refers to the application of information and 

communication technologies, online and computerized based sector in business transactions. As electronic 

transactions grow, and more banking activity extends to the Automated Teller Machine (ATM), Internet or Web, 

Point of Sale terminals (POS), Mobile devices; the ability to detect and prevent financial crimes and reduce fraud 

risk exposure therefore become critical. There are millions of electronic transactions processed each day since the 

introduction of these payment systems. The frequency and sophistication of fraud has increased since the advent of 

computers. As the payment landscape in the banking sector and commerce in general is changing with the advent of 

electronic payment, the mode and channels for facilitating payments have evolved over the years with the 

development of wide range of electronic payment sectors. Interestingly, fraud reduction is always one of the cardinal 

objectives of any electronic payment sector. As a matter of fact, the deployment of electronic payment systems 

appears to have significantly reduced fraud and other financial crimes such as money laundering and terrorism 

financing globally. The development of electronic transaction technology is therefore perceived with mixed feelings 

because the same technology that makes transactions more efficient and profitable is at the same time systematically 

creating avenues for perpetuating fraud which culminates in various degrees of losses. In fact, the fissure in 

electronic transactions is so significant that organized crime has been built around e-fraud.  

The attempt to arrest the havoc done by fraud and nip it in the bud, the Nigeria government embraced the cashless 

policy which was intended to keep the cash away from fraudsters by reducing the volume of transactions that are 

done by cash. The policy introduced the use of various payment systems like Automated Teller Machines (ATM), 

the Point of Sale (POS) the Mobile money transfer, the Web payment system etc. The consequence of the policy is 

that cash transactions are greatly reduced as daily cash withdrawals or deposit in excess of five hundred thousand 

naira (N500,000) for individual accounts and Five Millions naira (N5,000,000) for corporate accounts will attract 

some charges on the account holder. The aim was to increase the use of the various electronic payment platforms in 
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order to eliminate fraud occasioned by cash transactions and also reduce the cost of printing paper notes. This policy 

was introduced in the year 2006 and therefore this paper sets to appraise the effect of the electronic transactions 

through these non-cash payment systems on the prevalence of fraud in the Nigeria banking sector. 

1.1 Objectives of the Study  
The main objective of this paper is to investigate the effect of value of the electronic transactions on the prevalence 

of fraud in the Nigeria banking sector. The specific objectives include to:  

i. Examine the effect of the value of Automated Teller Machine (ATM) transactions on the amount involved 

in fraud within the Nigeria banking sector. 

ii. Determine the effect of the value of point-of-sale (POS) transactions on the amount involved in fraud 

within the Nigeria banking sector. 

iii. Evaluate the effect of the value of Mobile transactions on the amount involved in fraud within the Nigeria 

banking sector. 

iv. Ascertain the effect of the value of Web transactions on the amount involved in fraud within the Nigeria 

banking sector. 

2.0 Review of Related Literature  
 

2.1 Overview of Frauds/E-Payment Frauds   
Graycar & Smith (2002) has defined fraud as an “act or instance of deception, an artifice by which the right or 

interest of another is injured, a dishonest trick or stratagem”. Bergmen (2005), defined e-fraud as “a deception 

deliberately practiced to secure unfair or unlawful gain where some part of the communication between the victim 

and the fraudster  is via a computer network and/or some action of the victim and/or the fraudster is performed on 

the computer network”. The USA Department of Justice (DOJ) defines e-fraud as “a fraud scheme that uses one or 

more components of the Internet such as chat rooms, e-mails, message boards, or web sites to present fraudulent 

solicitations to prospective victims, to conduct fraudulent transactions, or to transmit the proceeds of fraud to 

financial institution or to others connected with the scheme”   

With more and more people using internet in recent times e-fraud is becoming common because internet allows 

fraudsters appears anonymous.  Internet has been a suitable method for committing fraud because the Internet allows 

hiding real identification of people who deal with it and thus the fraudsters remain anonymous. As internet increases 

business opportunities the criminals develop more sophisticated and effective ways to scam online. Commission of 

European Committee (2008) report summarized the fraud problem by saying “Fraud against means of payment 

(payment fraud) remains a threat to the success of the internal market for payments. Transaction fraud affects the 

consumer’s confidence in non-cash means of transactions and ultimately the real economy”. 

Organizations find that the frauds in the e-payment transaction are increasing year after year. Association for 

Financial Professionals AFP (2012) has reported percentage of organizations subject to attempted and/or actual 

payments fraud has shown an increase from 2004 to 2009, while from 2010 and 2011 showed a decline in attempted 

and actual payment fraud. The report also showed that it is the larger organizations that are targets of transactions 

frauds than smaller ones. 81% of the organizations with annual revenue over $1 billion were victims of payments 

fraud in 2011 compared to 55% organization with less than $1billion revenue. It is also observed in 2011 that it is 

the larger organizations that have experienced decrease in fraud while the smaller organizations continue to 

experience increase in the fraud activity. (McAfee Report, 2012). 

2.2   The Negative Effects of Fraud 
Fraud can have a substantial effect on a business, no matter what size it is. The two most basic types of fraud are 

misappropriation of assets by employees and fraudulent financial reporting by management, whereby misleading or 

inaccurate financial information is disseminated to investors, stakeholders and the public. The first type of fraud 

often happens without management knowledge, and the second type is often unknown to employees. Both can 

devastate a company according to (McAfee Report, 2012): 

1. Financial Loss: Financial loss is an obvious effect of both types of fraud. When someone misappropriates 

company assets, the loss is fairly easy to quantify. For example, if a cashier takes N60 from the cash register, the 

company loses N60. The costs of fraudulent financial reporting are harder to determine. If a small-business 

owner perpetrates financial statement fraud, an explicit naira figure might not be obvious. However, fines 

assessed for misleading investors, civil suits to recoup investor and creditor losses and the unwillingness of 

companies to extend credit to the business in the future all add up to a severe financial loss for the company. 
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2. External Confidence: Once a fraud has been uncovered, the company faces an ongoing problem of public trust 

in the organization. While a small business scandalized by fraud might never be the victim or perpetrator of 

another fraud, its public image might be irreparably tainted. As a consequence, the company may have to pay a 

higher price for credit, may be refused membership in trade associations or might not be considered for a 

strategic alliance.  

3. Company Morale: The effect of fraud on a company's culture and morale can be shattering. Any association 

with a company that has perpetrated or suffered fraud can be troubling and embarrassing for the people who 

work there. This may be especially true in a small-business setting where workers feel more connected with one 

another. Even if employees leave the company, they may carry an association with a fraudulent company into 

their next place of employment, even if they were not involved with the fraud at all. 

4. Increased Audit Costs: Small businesses that are subject to audit and have experienced fraud, especially if the 

fraud was perpetrated by company management, are likely to be assessed as a high audit risk. That means 

auditors will more closely scrutinize company books before signing off on a company's financial statements. 

When an auditor is required to perform more procedures, the cost of the audit will increase. This can often be 

mitigated by demonstrating that the offending managers or employees have left the company and the company 

has instituted strict procedures to thwart future attempts at fraud. 

2.3  Theoretical Framework: 

2.3.1 The Fraud Triangle Theory: 

An American criminologist named Cressey Donald in 1950s developed the Fraud Triangle Theory Model where he 

explained that in most incidences of fraud some common three factors are always present: 
 

1. perceived financial need (greed-motivation), 

2. perceived opportunity and  

3. rationalization/justification.  

2.3.2 Diamond Theory  
There is also the Diamond theory proposed by David Wollfe and Dana Hermanson that added fourth dimension to 

fraud, that is capability factor (Wolf and Hermansion, 2004).The most essential fraud ingredients common to both 

models are greed, opportunity and exploitation .According to a survey (Hayward, 2007), it was found out that greed 

constitute the main cause of fraud, responsible for about 65% of the cases. In term of opportunity, it was found out 

that fraud thrives where internal control is weak, poor security sector and little chance of detection or immediate 

apprehension. To some people fraud is seen as being smart and this is their justification. These are quite evident in 

some of the character trait of fraudsters where trait such as ego, illusion, positioning and intelligence abound. 

Donald Cressey developed the theory of the fraud triangle. He concluded that individuals commit fraud when three 

factors are present: 

1. A financial need that cannot be shared  

2. A perceived opportunity for illicit gains and  

3. A personal rationalization of the act.  

Perceived pressure relates to the motivation that leads to unethical behaviors. Every fraud perpetrator faces some 

type of pressure to commit unethical behavior. Albrecht, Howe and Romney,(2006) pointed out that the word 

perceived is important due to the fact that pressure does not have to be real; if the perpetrators believe they are being 

pressured, this belief can lead to fraud. Perceived pressure can result from various circumstances, but it often 

involves a non-sharable financial need. Financial pressure has a major effect on an employee's motivation and is 

considered the most common type of pressure. Specifically, about 95% of all cases of fraud have been influenced by 

financial pressure (Albrecht et al, 2006). Motivations are so natural to human beings that no special forces are 

necessary to explain law-breaking (Jensen, 2003). Opportunity is created by weaknesses in the sectors that allow an 

individual to commit fraud; in the accounting field this is called weak internal control. The concept of perceived 

opportunity suggests that people will take advantage of circumstances available to them (Kelly, 2010). In most 

cases, the lower the risk of getting caught, the more likely it is that fraud will take place. Other factors related to 

perceived opportunity can also contribute to fraud, such as the assumption that the employer is unaware, the 

assumption that employees are not checked regularly for violating company policies (Sauser, 2007). 
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Rationalization refers to the justification that the unethical behavior is something other than criminal activity. If an 

individual cannot justify unethical actions, it is unlikely that he or she will engage in fraud. Some examples of 

rationalizations of fraudulent behavior include "I am only borrowing", "the organization can afford it", and "it is not 

really a serious matter". It is important to note that rationalization is difficult to observe, as it is impossible to read 

the perpetrators mind. Bank employees have knowledge of the sectors as well as classified and confidential 

information which together with technological advancement can give them the opportunity to commit frauds. All 

they need is some pressure and the rationalization and that way they become part of fraud cartels that are fleecing 

millions of shillings from the banks (Jensen, 2003). 

 

2.3.3 Theory of Reasoned Actions (TRA) 

This theory originates from social psychology and was developed by Ajzen and Fishbein in 1975.They developed 

TRA to define the link between the beliefs, attitudes, norms, intentions, and behaviors of individuals in their 

intentions to use ICT. The theory assumes that a person's behavior is determined by the person's behavioral intention 

to perform it, and the intention itself is determined by the person's attitudes and his or her subjective norms towards 

the behavior. The subjective norms refers to "the person's perception that most people who are important to him 

think he should or should not perform the behavior in question" (Fishbein and Ajzen, 1980). In TRA rational 

considerations determine the choices and behaviors of individuals, and individual intentions determine behavior. 

Intentions refer to individuals' plans and motivations to commit a specific act. Intentions also reflect individual 

attitudes and the extent to which individuals perceive a specific act as desirable or favorable. The theory suggests 

that human behavior is governed by personal attitudes, but also by social pressures and a sense of control. Experts 

agree that frauds and other unethical behaviors often occur due to an individual's lack of personal integrity or other 

moral reasoning (Dorminey, Fleming, Kranacher & Riley, 2012); (Rae & Subramaniam, 2008), as moral and ethical 

norms play essential roles in an individual's decisions and judgment. But environmental circumstances that provides 

opportunities for exploitation is also a contributory factor. 

 

2.3.4 The Decomposed Theory of Planned Behavior: 
This theory was developed by Taylor and Todd in 1995. The theory postulates that the intention to use a certain 

technology is influenced by attitude, subjective norm and perceived behavioral control. Starting from the research 

conducted by Md Nor and Pearson (2008), Karahanna, Straub, and Chervany (1999), certain influencing factors 

were selected: the attitude toward behavior and the Perceived Behavioral Control. In relation to the research 

objectives which is to investigate the effect of value of the electronic transactions on prevalence of fraud in Nigerian 

banking sector this study will adopt theory of  fraud triangle, and diamond fraud theory. All these theories explain 

some common four factors that are always present for an individual to commit fraud. The four incidences of fraud 

include: 

1. perceived financial need (greed-motivation), 

2. perceived opportunity and  

3. rationalization/justification. 

4. capability factor 

Fraud is the intentional theft, diversion, or misappropriation of assets. These assets include, but are not limited to; 

cash, equipment, supplies, salvage, service and software and intellectual property. Fraud may be committed by 

employees, customers, vendors or others.  Studies have shown that organizations have lost between .05 and 2 

percent of revenues to fraud. Most incidents or reported frauds have been committed by trusted associates.  

Fraudulent behavior has been linked with perceived opportunity and rationalization that such behavior is acceptable. 

This study will also adopt theory of Reasoned Actions (TRA) which is an Electronic transactions theory because it 

defines the link between the beliefs, attitudes, norms, intentions, and behaviors of individuals in their intentions to 

use ICT. The theory assumes that a person's behavior is determined by the person's behavioral intention to perform 

it, and the intention itself is determined by the person's attitudes and his or her subjective norms towards the 

behavior. 

 

2.4  Empirical Review 
The recent gradual transition from cash based to cashless economy in Nigeria has generated several researches to 

evaluate its implementation, prospects, challenges and policy implications among others:  

Oguda et al. (2015) studied Effect of Internal Control on Fraud Detection and Prevention in District Treasuries. 

Purposive sampling method was used to select Treasury Staffs while simple random sampling method was used to 

select Heads of Departments to respond to the data collection instruments. The study used closed ended 
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questionnaires designed for treasury staff and their clients and was administered by the researcher though drop and 

pick method. Key respondents were Senior Treasury Staffs and Heads of Departments in Kakamega County. Data 

collected were analyzed using both descriptive and inferential statistics using Statistical Package for the Social 

Science (SPSS). Reliability and Validity of data collection instruments was ascertained through the test-retest 

method. Findings indicated that there was a statistically significant and positive relationship between the adequacy 

of internal control sectors and fraud prevention and detection in district treasuries in Kakamega County. The study 

recommends that effective and efficient internal control policies and procedures should be put in place to prevent 

and detect fraud within district treasuries and other institutions. 

Edesiri et al (2013) examined problems and prospects of E-transaction (The Nigerian Perspective) and samples of 

350 questionnaires were used and two hypotheses were formulated for the study and the chi-square statistical tool 

was adopted in testing the hypotheses. The result revealed that there is a significant relationship between e-

transaction in promoting economic growth but this has not been succeeded in the right direction as it is still at its 

infant stage and the attitude of government, corporate bodies and individuals pose a problem to e-transaction as they 

are enslaved in fears resulting from insecurity, technical problems, anonymity, cultural problems and so on. Mary et 

al (2012) examined Evaluation of roles of auditors in the fraud detection and investigation in Nigerian industries. 

The data collection technique used for this study is questionnaire and oral interview was also supportive. The data 

was analyzed through the use of chi-square. It was found out that the firm’s produced and published financial 

statement as well as engaging the services of auditors and that detection of fraud and errors was inevitable. Also, the 

case of fraud in these organizations is due to poor management, lack of internal auditors, poor internal control sector 

and corruption. Based on these findings, it is recommended that firms should ensure continuous policies and 

strategies aimed at effective and efficient management. That management should continually engage the services of 

qualified and experienced external auditors which will not only put in place an effective internal control sector but 

which will equally enhance it. 

Owolabi (2010), studied fraud and fraudulent practices in Nigerian banking industry. Data for the study was 

collected through various secondary data sources, and implementing a trend analysis and a descriptive analysis, the 

findings indicated a very high involvement of employees in fraud between 2004 and 2006, and an increasing trend 

of fraud amongst employees up to 2010.The major fraudulent employee activities were: Granting unauthorized 

loans, posting of fictitious credit, fraudulent withdrawals and forged cheques. Olugbade et al (2012) studied 

adoption of Point of Sale Terminals in Nigeria: Assessment of Consumers’ Level of Satisfaction. The study 

investigates the level of consumers’ satisfaction with adoption of e-payment sector in Nigeria. Data for the study 

were elicited from bank customers and consumers of the product. Sampling procedure involved random sampling of 

consumers from the merchants’ customers having savings or current account using POS in the selected local 

government area. Data were analyzed using descriptive statistics and Analysis of Variance. The result indicates that 

fewer consumers were satisfied with the speed of transaction, level of service provided by the merchants, awareness, 

and security. These findings suggest opportunities for improving the consumers interface with POS technology in 

order to achieve the objective of cashless economy. 

Echekoba et al (2011) examined user acceptability and problems of electronic retail payment system in Nigeria. 

Data were sourced from both primary and secondary sources. Data collected were analyzed using tables and 

percentages. Qualitative Analysis of Users Experiences with E-Payment was conducted. To analyze the survey data 

obtained from the survey questionnaire, the author employed descriptive statistics to ascertain the level of 

customer’s reaction to e-payment products. They analyzed the results of the survey questionnaire administered and 

found out that cash usage is still very high in Nigeria despite efforts of CBN towards the adoption of electronic 

payment system. The study identified challenges such as inadequate power supply, shortage of critical technological 

infrastructures, lack of socio-cultural support and absence of regulatory framework required to operate seamless and 

effective electronic payment system. Emengini (2014) studied cashless economy and financial statement reporting in 

Nigeria. Sample size was drawn from the population in South East of Nigeria. Questionnaire and oral interview were 

main research instruments; analysis of data and test of hypotheses were carried out using Z-test statistics and Chi-

square. It was discovered that stakeholders in the financial statements of corporate entities place more credence on 

financial statement reporting emanating from cashless-based economies because of its effect on reduced tax evasion, 

inflation and revenue leakages. The study revealed also an effective performance of business transactions in a state 

of cashless economy. 

Odior et al (2012) examined challenges, benefits and policy implications of cashless banking in Nigeria. The 

research study employed method of simple descriptive analysis with the aid of graphs, tables, charts and trend 

analysis of cash system in Nigeria. The data employed in this study was from secondary sources and it was found 

out that the shift towards a cashless Nigeria seems to be beneficial though it comes with high level of concerns over 
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security and management of cost savings resulting from its implementation. Similarly, Nwankwo and Odi, (2013), 

studied the implications of fraud on commercial banks’ Performance. The study uses a secondary and quantitative 

research design where variable bank including cheque clearing fraud, ATM fraud, forged cheques and etc. were at 

the center of the research enquiry. The author used the ordinary Least Square (OLS) estimation techniques from 

which regression analysis and correlation analysis are conducted. The results of the results showed a significant 

negative relationship between cheque clearing fraud, ATM fraud and Bank Performance. 

Furthermore, Omotunde (2012) studied the impact of cashless economy in Nigeria. The study was carried out, using 

accidental sampling method, in Lagos state, Nigeria. A total of 500 traders, students and civil servants were 

sampled. Questionnaire was used as data collection instrument, with questions on demographics and benefits of 

cashless economy in Nigeria. The major statistical technique used was descriptive (use of frequency tables and 

charts). It was discovered that the introduction of cashless economy in Nigeria can be seen as a step in the right 

direction and that its effect will be felt in modernization of Nigeria transactions, reduction in the cost of banking 

services as well as reduction in high security and safety risks, this also include curbing banking related corruptions 

and fostering transparency. Adepoju &Alhassan (2010) examined Challenges of automated teller machine (ATM) 

usage and fraud occurrence in Nigeria. The paper carried out an empirical research to analyze the cases of ATM 

usage and fraud occurrences within some banks in Minna. It found that bank customers have come to depend on and 

trust the Automatic teller machine (ATM) to conveniently meet their banking needs, but that in recent times; there 

have been a proliferation of ATM frauds in the country. Managing the risks associated with ATM fraud as well as 

diminishing its effect is an important issue that face banks as fraud techniques have become more advanced with 

increased occurrences. 

From the works reviewed above, it is clear that no researcher has examined the influence of electronic transactions 

on the prevalence of fraud using all secondary data. This is the lacuna which this current study sets to fill. 

 

3.0     Methodology 

3.1     Research Design 

The research adopted the ex-post facto research design because the research design allows the researcher to observe 

fraud and electronic transaction events that have already taken place. Thus, this research design enabled the 

researcher to observe the effects of the explanatory variables which are the value of e-transactions on the dependent 

variables total amount involved in fraud cases. The paper used already existing data derived from Nigeria Deposit 

Insurance Company (NDIC), Nigeria Inter Bank Settlement Scheme (NIBSS) and several issues of the Central Bank 

of Nigeria (CBN) bulletins. Regression Analysis was used to test the effect of value of the electronic transactions on 

the total amount involved in fraud cases. Given the nine year period from 2006 -2014, a panel structure of the 

sample data gathered and regression analysis was conducted to investigate the effect of the value of the electronic 

transactions and the total amount involved in fraud cases. The analyses were carried out using E-view statistical 

package version 8.0.  

 

3.2   Research Variables 
Fraud: This is the dependent variable in this study. The proxy for fraud in this paper is the total monetary value of 

fraud cases that occurred in the Nigeria banking sector within the study period. The Independent variables include: 

The Value of Point of Sale Transactions (POS), the Value of Automated Teller Machine (ATM) Transactions, the 

Value of Web Service transactions, and Mobile Payment.  
 

3.3    Model Specification 
The model of this study followed the approach adopted in the work of Uchenna & Agbo (2013). In the study, 

multiple regression analysis was used to determine the effect of fraud and fraudulent practices on bank 

performance in Nigeria within the study period. Their model is specified as: 
 

Y = a0 + a1TA1 + a2NOC + a3NS1 ---------------------------------------------3.1 

Drawing from equation 3.1, the model that was employed for this study is given as: 

TAIF= β0 + β1ATM + β2POS +β3MBT+ β4WBT + ε --------------------- 3.2 

 

Where:  

TAIF = Total Amount of money Involved in Fraud cases 

ATM =  Value of transactions on Automated Teller Machine 
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POS =  Value of transactions on Point Of Sale 

MBT =  Value of Mobile or Phone transactions 

WBT = Value of Web or Internet transactions 

ε  = error term.  
 

The a priori expectation is that: β1, β2, β3, β4 > 0. The implication of this is that a positive effect is expected between 

explanatory variables and the dependent variable. The size of the coefficients of correlation helped to explain 

various levels of relationship between the explanatory variables. 

 

4.0   Data Analysis and Discussion of Findings 

4.1   Descriptive Statistics 

Table 3 presents the descriptive statistics for the variables in the study based on data from CBN and NDIC annual 

reports from the 2006 to 2014. The table presents the mean, median and standard deviation including minimum and 

maximum values of research variables. 

Table 3: Descriptive Statistics for Variables of the study 

Dependent Variable: FRAUD   

Method: Least Squares   

Date: 05/26/16   Time: 06:41   

Sample : 2006 – 2014   

 FRAUD ATM POS MOBILE WEB 

 Mean  24965.18  172535.9  7415.080  3359.423 25568.08 

 Median  21795.00  63238.87  6442.070  697.8200 97.51000 

 Maximum  53522.86  548601.3  19861.41  14280.00 95551.79 

 Minimum  4832.170  1561.740  31.04000  6.650000 31.56000 

 Std. Dev.  14979.69  216194.7  7784.401  5320.757  38051.53 

 Skewness  0.620410  0.729414  0.348727  1.335053 1.108933 

 Kurtosis  2.661346  1.854997  1.605805  3.076965 2.541022 

 Jarque-Bera  0.620371  1.289703  0.911334  2.675769 1.923596 

 Probability  0.733311  0.524740  0.634025  0.262400 0.382205 

Sum  224686.6  1552823.  66735.72  30234.81 230112.7 

Sum Sq. Dev.  1.80E+09  3.74E+11  4.85E+08  2.26E+08 1.16E+10 

Observations  9  9  9  9  9 
 

From the results of the descriptive statistics it is seen that the mean of FRAUD is 24965.18, ATM is 172535.9, POS 

is 7415.080, MOBILE is 3359.423 while WEB is 25568.08. Also, the median values are 21795.00, 63238.87, 

6442.07, 697.82 and 97.51 respectively for FRAUD, ATM, POS, MOBILE and WEB. It is seen that the variables 

are normally distributed which is shown in the probability values of the Jarque-Bera statistics which measures the 

normality of the distribution of any data. 

 

Table 4: Augmented Dickey-Fuller (ADF) Unit Root Test Result 
Variable ADF Values Critical Values Order of Integration 

 Level  1
st 

 Diff. Level 1
st
 Diff.  

FRAUD -3.747656 -5.653792 -3.403313 -3.519595 I(1) 

ATM -1.983826 -4.446704 -3.403313 -3.519595 I(1) 

POS -1.229462 -3.475148 -3.320969 -3.403313 I(1) 

MOBILE -35.73731 -38.29632 -3.403313 -3.519595 I(1) 

WEB -0.661941 -8.765140 -3.403313 -3.403313 I(1) 

Source: Author's computation using E-views 8.0 

Table.4 represents the ADF unit root test result. The unit root test became necessary because time series data are by 

nature non-stationary and using them in their unstable nature leads to spurious results. In order to avoid this, the 

non-stationary time series are differenced so as to make them stationary before using them for the regression 

analysis. 
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The paper therefore adopted the Augmented Dickey-Fuller unit root test. A careful look at the result reveals that 

when the unit root test was conducted at level only FRAUD and MOBILE were stationary. This is because at level, 

the ADF values (in absolute terms) of FRAUD and MOBILE which were 3.747656 and 53.73731 respectively 

exceed the critical value (3.403313) at 5% level of significance. However, ATM, POS and WEB were found not to 

be stationary. This is going by the fact that their respective ADF values which were 1.983826, 1.229462 and 

0.661941 were less than the critical values (3.403313, 3.320969 and 3.403313) at 5% level of significance. Thus, 

there was need to further difference the time series in order to obtain over all stationarity for all the variables. 

At first difference, all the variables became stationary at 5% level of significance. The ADF values of all the 

variables 5.653792, 4.446704, 3.475148, 38.29632 and 8.765140 which were for FRAUD, ATM, POS, MOBILE 

and WEB respectively became greater than their critical values (in absolute terms). Thus, Null hypothesis of unit 

root indicating non stationary was rejected at first difference. Generally, the ADF result showed that the variables 

are stationary and integrated of the same order (i.e. order 1).Hence, the variables can be used to carry out the 

regression analysis. 

Electronic transactions have the advantage of enabling transactions to be processed quickly and more cheaply and 

also offer a much more convenient method of effecting settlement of transactions (Shintaro, 2003). 

Table 5 Ordinary Least Square (OLS) Result 

Dependent variable: FRAUD 

Variable Coefficient Std. Error T-statistic Prob. 

C 22914.90 7789.197 2.941882 0.0423 

ATM 0.080752 0.028426 2.840780 0.0351
* 

POS -0.969804 0.377310 -2.570310 0.0452
* 

MOBILE -0.068851 1.076650 -0.063955 0.9521 

WEB -0.174433 0.072595 -2.402823 0.0445
* 

R-Squared = 0.604893 

F-Statistic =15.30959 

DW-Statistic =2.304515 

 t-statistic,t0.05 =1.860: F-statistic,F0.05 =(4,4) = 6.49: * indicates significant at 5% level 

Source: Researcher's computation using E-views 8.0 
 

The result summarized above is appraised in line with the economic, statistical and econometric criteria. 

First, the result reveals that there is a positive and significant relationship between the value of fraud and the value 

of Automated Teller Machine (ATM) transactions in Nigeria. This result conforms to theoretical expectation 

because increasing ATM transactions has the tendency of leading to increased fraud. From the result, one unit 

increase in ATM transactions leads to 0.08 unit increase in fraud in Nigeria. The computed t-value for ATM (2.84) 

is greater than the critical (tabulated) t-value (1.860) at five percent level of significance. As a confirmation, a look 

at the probability value of ATM (0.0351) shows that it is less than the test significant level (0.05). Hence, we 

conclude that ATM transactions have significant effect on the level of fraud in Nigeria.  

Second, the study reveals that there is a negative and significant relationship between the value of Point of Sale 

(POS) transactions and the value of fraud in Nigeria. From the result, one unit increase in point of sale (POS) 

transactions leads to 0.97 units decrease in fraud in Nigeria. The computed T-value for Point of Sale (2.57) in 

absolute terms is greater than the critical (tabulated) T-value (1.860) at five percent level of significance. To confirm 

this result, we observe that the probability value of POS (0.0351) is less than the test significant level (0.05).With 

this we conclude that Point of Sale (POS) transactions have significant negative effect on the level of fraud 

committed in Nigeria. 

Third, the result reveals that there exists a negative relationship between mobile transactions and total amount of 

fraud committed in Nigeria. From the result, one unit increase in MOBILE transactions leads to 0.07 unit decrease in 

total amount of fraud committed in Nigeria. The computed T-value for MOBILE transactions (0.06) in absolute 

terms is less than critical (tabulated) T-value (1.860) at 5% level of significance. As a confirmation, the probability 

of mobile transactions (0.9521) is greater than the test significant level. Hence, we conclude that MOBILE 

transactions have no significant effect on the level of fraud in Nigeria. The implication of this is that whether there is 

an increase or a decrease in mobile transactions, it may not necessarily increase or decrease the amount of fraud 

committed in Nigeria. 
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Fourth, the result reveals that there is a negative and significant relationship between WEB or Internet transactions 

and level of fraud in Nigeria. From the result, one unit increase in web or internet transactions leads to 0.17 unit 

decrease in level of fraud committed in Nigeria. The computed T-value for WEB transactions (2.40) is greater than 

the critical (tabulated) T-value (1.860) at 5% level of significance. As a confirmation we observe that the probability 

level of web transactions (0.0445) is less than the test significant level (0.05). Hence, we conclude that WEB 

transactions have significant negative effect on the level of fraud committed in Nigeria. This implies that an increase 

or decrease in WEB transactions have huge influence on the level of fraud committed in Nigeria. 

The cumulative R-squared (0.60) which is the multiple coefficient of determination shows that 60 percent of the 

variations in level of fraud are due to changes in ATM transactions, POS transactions, MOBILE transactions and 

WEB transactions. Hence the remaining 40 percent of the variations in the level of fraud are attributed to other 

factors not included in the model. This indicates that the model is fit and the explanatory variables where properly 

selected and used. The computed F-statistic (15.31) is greater than the critical (tabulated) F-statistic (6.49) and this 

shows that the entire model adopted in the study is reliable as well as significant. Finally, the Durbin-Watson 

statistic of 2.30 falls with the permissible region and indicates that serial correlation is not a problem to the validity 

of statistical inferences made from the regression result of the study. More so, because the Durbin-Watson statistic is 

greater than the R-squared, we can confidently say that the regression result obtained in the study is not spurious. 

 

4.2   Discussion of Findings 
The study revealed that fraud and value of ATM transactions in Nigeria are positively and significantly related. This 

finding corroborates Nigeria Inter-Bank Settlement Scheme NIBSS (2014) which argued that the ATM was the 

major transactions for fraudulent activities in terms of volume due to the fact that it experienced the highest number 

of fraudulent transactions in 2014. This is in accordance with fraud triangle theory and diamond theory that 

explained the four factors that are common in incidences of fraud which one of them is perceived opportunity. 

Opportunity is created by weaknesses in the sectors that allow an individual to commit fraud; in the accounting field 

this is called weak internal control. The concept of perceived opportunity suggests that people will take advantage of 

circumstances available to them (Kelly & Hartley, 2010). This is so because the alarming rate of ATM fraud can be 

attributed to a number of factors. Afam (2009) confirmed that there is nowhere in the world that experiences the 

embarrassingly high level of ATM card fraud other than Nigeria because the implementation of the technology in 

Nigeria is characterized by incompetence, lack of knowledgeable programmers and security experts that could guide 

and implement a secure transactions regardless of the level of education of the ATM card users.   

 A recent study found that more than seven million consumer complaints have been received during the period from 

2007 to 2011 and a total of 990,242 of these complaints were related to frauds (Consumer Sentinel Network, 2012). 

Consumers have reported paying over $1.5 billion in those fraud complaints. Cyber Source (2012) found that 

merchants have reported losing an average of 1.0% of the total online revenue to fraud. Fraud in e-payment 

transaction is a global problem. We find fraudsters maneuver in all countries and industries. 

Further, categorizing the various transactions into electronic and non-electronic platforms NIBSS (2014) argued that 

the electronic platforms recorded a total of 1,297 in terms of volume of fraud committed in Nigeria with ATM 

topping the list with 491 in terms of volume. However, the non-electronic platform recorded a mere 164 in terms of 

volume. One glaring evidence from the available data  shows that the volume of fraud committed using the ATM 

alone is greater than the entire fraud committed using the non-electronic platform (such as across counter 

transactions and  cheques). This finding is not surprising because available data shows that between 2013 and 2014, 

the volume of fraud committed in Nigeria using the ATM jumped from 147 to 491 representing a percentage 

increase of 234 %. Little wonder, the result in table 5 evidently showed that the ATM had the highest effect on fraud 

in Nigeria with a magnitude (t-value) of 2.840780. Worldwide, it is acknowledged that certain methods have been 

adopted to perpetuate fraud in the society. They include lost stolen card (representing 48%), identity theft (15%), 

skimming or cloning (representing 14%), counterfeit card (representing 12%), mail intercept fraud (representing 

6%) and others (representing 5%) (Bhatla, Vikram & Amit, 2003). Interestingly, out of the whole fraudulent 

methods, a staggering 89 percent of these methods are related to ATM card. Nigeria is not spared at this dilemma as 

the growing usage of ATM transactions have led to increase in fraud with so many people losing their monies on 

daily basis as a result of the activities of the hackers and cloners of ATM cards. 

More so, the study reveals that value of point of sale (POS) transactions have a negative and significant effect on 

fraud in Nigeria. This finding is surprising because one would have expected that since POS transactions involve the 

use of ATM cards as well, its increased usage would also have led to increased fraud just as obtained in the case of 

ATM transactions. Perhaps, this finding may be attributed to the tripartite mix of POS which involves the bank, 

customer and the merchant. Thus, there tends to be greater vigilance as the merchant is fully aware that if there is 
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fraud, he would lose his money as well as the products sold to the customer. This increased vigilance tends to put a 

hold on value (volume) of fraud committed using the POS. For instance, in 2013 the volume of fraud perpetuated 

using POS platform was two (2) and this increased to one hundred and sixty-six (166) in 2014.These numbers thin-

out when compared to the volume of fraud using the ATM platform 147 in 2013 and 491 in 2014 (NIBSS, 2015). 

Another interesting finding is that the value of point of sale (POS) transactions has significant effect on fraud. This 

is not surprising as available data shows that the POS has the highest percentage change in terms of volume of fraud 

growing from two (2) to one hundred and sixty-six (166) representing 8200% (NIBSS, 2015). One is then not left in 

doubt that despite the low penetration of POS usage in Nigeria, it remains a platform with the highest percent 

change in fraud volume from 2013 to 2014. Hence, its huge effect on fraud cannot be underestimated. 

The study also reveals a negative but insignificant relationship between value of mobile transactions and fraud in 

Nigeria. According to NIBSS (2015), only eight(8) of  fraud committed in 2013 was associated with mobile 

transactions while this increased to a mere twenty one (21) in 2014 representing 163% increase. When compared 

with the other electronic platforms such as ATM and POS it merely amounts to nothing. This finding, as surprising 

as it may be, is attributed to the collaboration witnessed between the banking industry and phone network services 

providers which have often detected fraudulent activities via mobile phones and the perpetuators traced to their 

roots. These collaborative actions of the banks and mobile service providers may have reduced the volume of fraud 

that would have been carried out using mobile platforms. The end result is that an increase in value of mobile phone 

transactions (which is though small) leads to a reduction in fraud in Nigeria. 

More so, that values of mobile transactions have no significant effect on fraud in Nigeria is not a surprising result 

because many electronic transactions are not usually carried out through mobile phone platforms in Nigeria. Where 

it exists at all, it is usually used in carrying out transactions involving little sum of money. Hence, it is not surprising 

that its effect on fraud in Nigeria was found to be insignificant. 

Finally, the study reveals that value of web transactions have negative and significant relationship with frauds in 

Nigeria. From the result, an increase in web transactions leads to a decrease in fraud in Nigeria. In the Nigerian 

context, this result is not surprising because most of the fraud perpetuated using web platform involves people from 

other cities and not just Nigerian. Based on this, it is possible that as the value of web transactions increases, fraud 

decreases in Nigeria. However, the result also reveals that value of web transactions have significant effect on frauds 

in Nigeria. This finding still concurs to NIBSS (2015) that showed that the volume of frauds involving web 

transactions in 2013 stood at 212 and this increased to 218 in 2014. Compared with the other electronic platforms, 

these figures are huge and shows that web transactions occupy a large share of frauds committed in Nigeria in terms 

of volume with this huge share of fraud volume, it is not surprising that web transactions have significant influence 

on frauds in Nigeria. 

This is in line with the fraud triangle theory prepared by Cressey (1953) and it is related to the agency theory, as one 

of the premises of this triangle is that fraudster take position of trust. Therefore, the fraudster is one of the leading 

agents that violated his position of financial trust, using the opportunities identified for conducting a fraud. These 

opportunities usually are linked to stocks of weaknesses in corporate governance of the entity. And these 

weaknesses translate into an imperfect monitoring by the corporation in the activities of managers. Thus, the agency 

theory and the fraud triangle appear to contribute to the identification of variables that allow the measurement of the 

likelihood of fraud in corporations. 

 

5.0   Conclusion 
The study investigated the effect of value of the electronic transactions on fraud in Nigeria banking sector. In order 

to achieve this broad objective, the study adopted four electronic transactions platforms namely ATM transactions, 

POS transactions, Mobile transactions and web transactions and investigated the effect of the value each of these 

electronic transactions on fraud in Nigeria. All the values of the electronic transactions platforms served as the 

explanatory variables while total amount of money involved in the fraud cases served as the dependent variable. 

Findings revealed that value of ATM, POS and WEB transaction platforms have significant effect on fraud in 

Nigeria banking sector except Mobile transaction platform. More so, while all the other electronic transactions 

decreases the total amount of money involved in fraud case, ATM transactions increases fraud in Nigeria  
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5.1   Recommendations 
In line with the findings of the study, the following recommendations are made: 

i. The use of Point of Sale (POS) transactions should be encouraged in Nigeria. This is against the backdrop that 

their usage decrease fraud as well as have significant effect on fraud in Nigeria banking sector. This can be 

achieved through increased awareness by the commercial banks through media campaign and seminars.  

ii. The use of WEB transactions should also be encouraged in Nigeria increased awareness by the commercial 

banks through media campaign and seminars. 

iii. More control should be placed on the use of ATM in order to forestall the increasing-effect it has on fraud in 

Nigeria, this can be achieved through internal detection mechanisms by the commercial banks to block-out 

fraudulent uses of ATM cards. This aspect is more directed towards the internal control sectors which banks 

set up in order to detect and prevent fraudulent behavior from occurring. Fraud can be detected through 

internal audits, external audits and anonymous fraud hotlines. Internal and external auditors would indicate 

control weaknesses e.g. lack of segregation of duties and lack of oversight through continuous automated 

monitoring of entries.  

iv. The use of MOBILE transactions should also be encouraged in the country. By tightening internal controls, 

improving information security and adopting fraud control services offered by financial institutions and other 

partners, one can avoid or at least contain fraud losses, while also contributing to the “greater good”–driving 

down the ability of criminals to profit from fraud and protecting consumer confidence in the payments 

industry. The world which we are today is not stationery but dynamic. Technology has introduced luxury and 

simplicity into every facet of life including the financial space. As technology becomes a desirable tool in 

service delivery within the financial industry, it has also become a strong tool readily available to fraudsters. 

Fraudsters are becoming more organized, offensive and sophisticated in their approach. From the 2014 

landscape report, it was obvious that the Nigerian Financial industry couldn't look on and allow fraudsters 

continue to wreak havoc on the industry in Nigeria. All thanks to the Central Bank of Nigeria (CBN) for her 

innovative policies aimed at tackling frauds in the nation. Amongst the policies are the establishments of fraud 

desks across the industry, directive on mandatory BVN enrollment for bank customers and deployment of a 

central Anti-Fraud solution.  

 

All these efforts have helped to reduce fraud rate in Nigeria by over 63 percent compared to the year 2014. In 2014, 

the actual loss to fraud in Nigeria was reported at N6.2 Billion while in 2015 it was reported at N2.25 Billion. Also, 

our “Transaction-to-Fraud” rate in 2015 was lower than that of Europe as a whole and also less than that of Portugal 

which has been our benchmark because they consistently post the lowest rates amongst the European countries. The 

CBN have succeeded in bringing down the fraud rates significantly (63%) and there is hope to see the trend go down 

more in subsequent years as the industry collaborates better to achieve this lofty goal. 
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Appendices 
 

Table 1: Electronic Card Transactions from 2006-2014 
YEAR ATM 

Transactions 

N' Billion 

POS 

Transactions 

N' Billion 

MOBILE Transactions 

N' Billion 

WEB Transactions 

N' Billion 

2006 63.23 20.24 0.10 3.04 

2007 131.56 6.44 0.12 10.62 

2008 399.71 16.12 0.74 25.05 

2009 548.60 11.04  1.26 84.15 

2010 954.04 12.73 6.70 99.50 

2011 1561.74 31.04 19.01 59.62 

2012 1984.65 48.01 31.51 31.56 

2013 2828.94 161.02 142.80 47.32 

2014 3679.90 312.07 346.47 74.04 

  Source: CBN 2006 - 2014 annual reports  

 

Table.2: Electronic fraud from 2006-2014 

YEAR Total No. of Fraud Cases Total Amt. Involved In 

Fraud Cases (N' Million) 

Total Expected  

Loss (N' Million) 
2006 1,193 4.83 2.77 

2007 1,553 10.01 2.87 

2008 2,007 53.52 17.54 

2009 1,764 41.27 7.55 

2010 1,532 21.29 11.68 

2011 2,352 28.40 4.07 

2012 3,380 17.97 4.52 

2013 3,786 21.80 5.76 

2014 10,621 25.61 6.19 

  Source: Compiled from NDIC annual reports 2006 - 2014 

 


